
NICE Skills Assessment, Development and Talent Portal



What is the National Initiative for Cybersecurity Education (NICE)?

• A partnership among government, academia, and the private sector 

focused on education, training, and workforce development

• Will strengthen the cybersecurity posture of organizations through 
adoption of standards and best practices



NICE Goals

1.  Promote the Discovery of Cybersecurity Careers and Multiple Pathways

2.  Transform Learning to Build and Sustain a Diverse and Skilled Workforce

3.  Modernize the Talent Management Process to Address Cybersecurity Skills Gaps

4.  Expand Use of the Workforce Framework for Cybersecurity (NICE Framework)

5.  Drive Research on Effective Practices for Cybersecurity Workforce Development



The NICE Framework mapped to certification programs
• provide hands-on learning and performance-based assessments
• validate competencies to perform work roles
• supply learners with portable and stackable credentials 
• ensure continued competence in an evolving field through renewal requirement



The NICE Framework improves communication about how to identify, recruit, 

develop, and retain cybersecurity talent.



























A portal design based on the NICE Framework taxonomy to establish:

A skills portfolio

Assess current soft and hard skills

Identify skills gaps

Identify pathways to obtain additional skills

What is CyberKnights?
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Portal Architecture

Individual Practitioners (all levels)
(Students/Interns/Apprentices/Employees) 

• Understand NICE KSAs and 
Competencies

Employers
• Use existing work roles or modify 

to fit needs of employer work 
roles

Employees / Employers
• Career path interest 
• Increase retention

Employers
• Track alignment of Individual KSAs to 

Job KSAs
• Identify/Manage Skills Gaps

Educators
• Offer pathways to acquire work role KSAs
• View employer most-requested KSAs to 

keep curriculum aligned

National Initiative for Cybersecurity Education Framework
Taxonomy based on Knowledge, Skills, and Abilities



Individual Role
• job seekers/students/interns/apprentices/professionals/employees
• want to establish a skills portfolio
• want to be vetted cybersecurity practitioners

Roles-based Portal

Employer Role
• can post a position for system to match talent
• can take inventory of employees’ cybersecurity skills 
• can identify skills gaps and develop upskill plans
• system can match internal and/or external talent to skills gaps
• perform operational assessments to identify risk and find talent to mitigate

Educators Role
• visibility into the skills employers are requiring 
• keep curriculum current to address the skills gap 
• be visible to employers with courses/curriculum
o skills gap remediation options
o apprenticeships



www.cyberknights.us


